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We consider the property in the variety of loops for all kinds of translations: left, right and
middle. There are 9 defining relations:

𝐿−1
𝑥 = 𝐿𝛼𝑥, 𝐿−1

𝑥 = 𝑅𝛼𝑥, 𝐿−1
𝑥 = 𝑀𝛼𝑥, 𝑅−1

𝑥 = 𝑅𝛼𝑥, 𝑅−1
𝑥 = 𝐿𝛼𝑥,

𝑅−1
𝑥 = 𝑀𝛼𝑥, 𝑀−1

𝑥 = 𝑀𝛼𝑥, 𝑀−1
𝑥 = 𝐿𝛼𝑥, 𝑀−1

𝑥 = 𝑅𝛼𝑥.

Theorem 1. If inverses of some kind of translations of a loop (𝑄; ·, 𝑒) are also translations
of some fixed kind, then the loop belongs to one of the following classes of loops:

𝐿−1
𝑥 = 𝐿𝛼𝑥 𝑥−1 · 𝑥𝑦 = 𝑦 left 𝐼𝑃 -loop

𝑅−1
𝑥 = 𝑅𝛼𝑥 𝑦𝑥 · 𝑥−1 = 𝑦 right 𝐼𝑃 -loop

𝑅−1
𝑥 = 𝐿𝛼𝑥

−1𝑥 · 𝑦𝑥 = 𝑦 left 𝐶𝐼𝑃 -loop
𝐿−1
𝑥 = 𝑅𝛼𝑥 𝑥𝑦 · 𝑥−1 = 𝑦 right 𝐶𝐼𝑃 -loop

𝐿−1
𝑥 = 𝑀𝛼𝑥 𝑥𝑦 · 𝑦 = 𝑥 right symmetric loop

𝑀−1
𝑥 = 𝐿𝛼𝑥

𝑅−1
𝑥 = 𝑀𝛼𝑥 𝑥𝑦 · 𝑥 = 𝑦 semi-symmetric loop

𝑀−1
𝑥 = 𝑅𝛼𝑥

𝑀−1
𝑥 = 𝑀𝛼𝑥 𝑦𝑥 = 𝑥𝑦 commutative loop

where −1𝑥 · 𝑥 = 𝑒 and 𝑥 · 𝑥−1 = 𝑒.
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Models of Cryptography Transformations Based on

Quasigroups

Volodymyr Luzhetskyi, Yurii Baryshev

It is intuitively obvious, that usage of unknown cryptographic transformations should be
more secure against breaking, than usage of known ones. Modern cryptography approaches
alters that statements reasoning, that the transformation infeasibility of breaking should be
visible for customers for the verification sake. Consequently, the task of this transformation
modeling to find the way out of the contradictive conditions arose.

According to the automatons definition given in [1] they were used to describe cryptographic
transformations. An open cryptographic algorithm from the cryptanalysis point of view could
be described as one performed by a deterministic automaton 𝐴𝐷𝐶 [2]:

𝐴𝐷𝐶 = (𝑃𝑇,𝐶𝑇, 𝑘, 𝐼𝑆, 𝑓(*)), (1)
where 𝑃𝑇 – a set of all possible plaintexts; 𝐶𝑇 – a set of all possible ciphertext; 𝑘 – used key;
𝑓(*) – a function, which formilize known to an intruder cryptographic transformations.
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Therefore unknown cryptographic algorithms are more infeasible and could be considered by
the intruders as ones performed by the following nondeterministic automaton [2]:

𝐴𝑁𝐷𝐶 = (𝑃𝑇,𝐶𝑇, 𝑘, 𝐼𝑆, 𝐹 ), (2)
where 𝐹 – an unknown to an intruder set of all possible cryptographic transformations.

The uncertainty of the performed action forces intruder to perform additional picking
out while cryptanalitical attack designing, which obviously increases infeasibility of analyzed
cryptographic algorithms. However the need of cryptographic transformations to be open
causes the need of the following modification of 1 to perform action like 2, consequently named
pseudonondeterministic ones [2, 3]:

𝐴𝑃𝑁𝐷𝐶 = (𝑃𝑇,𝐶𝑇, 𝑘, 𝐼𝑆, 𝐹𝑣, 𝑉 ), (3)
where 𝑣 ∈ 𝑉 – a control vector used to determine the instance of 𝐹 , which was used for the
transformation during its performance.

The main difficulty of APNDC implementation covers programmed generation of set 𝐹 .
To solve the task authors propose to use quasigroups as cryptographic primitives for the
transformation designing [3]. The performed expiriments results confirms correctness the
proposition.
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